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PaGouas nporpamma ancimromms: Kpuirorpaguueckye npoToKo/Ibi COCTABICHA B
2022 roay B cooTBercTBMM ¢ TpeGopanmsmu OIOC BO - Gakanaspuar no
Hanpas/IeHMio noarorosku 10.03.01 — Undopmaumonnas Gesonacwoets ot 17
HOAOps 2020 r. No1427.

PaspaGorumk: Axmenosa Hammcar Mypazona, crapumii mpenojasareib

Ka(eaph MHQOPMAUMONHBIX TEXHONOMMI 1 Ge30NACHOCTH KOMITHIOTEPHBIX
CHCTEM.

PaBouas mporpamma ono0pena Ha 3acefanmn Kadeaphi MHOOPMAREOHHEIX
TeXHONOrHii H 6e30NacHOCTH KOMIIBIOTEPHBIX cHeTeM
91662022, nporoxon Ne .

A omo0peHa Ha 3acelaHHH MeToaHueckoil  KOMHCCHH
1 1 MHPOPMALHOHHBIX TEXHOAOT M

Axmenosa 3.X.

AHHOTaUUs padoyeii MPOrpaMMbl IMCIUTLIHHBI

Hucuunuuna Kpunmozpaguueckue npomoxonst BXoaut B o0s3arenbHyo yacts OITOIT
oaxanaspuama, no Hanpasieruto 10.03.01 Muadopmamnmonnas 6€30macHOCTb.

HucuuruinHa peanusyercs Ha ¢pakynsrere UMUT xadenpoit U'TubKC.

CopepxaHue IUCHUIUIMHBI OXBaThIBAET KPYr BOIPOCOB, CBSI3aHHBIX C 3alIUTON
uH(popMaIUK MyTeM MaTEeMaTHYECKUX MPeoOpa30BaHHUM C MOMOIIBI0 KPUMTOTPAPUIECKUX
aIropuT™MoB. JluciumuinHa HaleneHa Ha (OpPMHUpPOBAHHME CIEAYIOIIUX KOMIIETEHIMH
BBIITYCKHHKA:
obmenpodeccronanpabix — OITK-7 OITK-9.

[IpenogaBanue AUCHMIUIMHBI TpPEIyCMaTpPUBAeT MPOBEACHUE CIEIYIOMINX BHUIOB
y4eOHBIX 3aHATHH: Jekyuu, npaxmuyeckue 3aHAmMus, J1aOOpPAmMopHvie  3aAHAMUS,
camocmosmenvhas paboma.

Pabouas mporpaMma IUCHMIUIMHBI MPEIyCMaTPUBACT MPOBEACHUE CIETYIOUINX

BUJIOB KOHTpOJISI YCIIEBAEMOCTH B (hOpMeE - KOHmponvbHas paboma, KOMIOKEUYM U np. W
IIPOMEKYTOUHBIM KOHTPOJIb B OpME - 3auema.



O0beM JUCIUIUTHHBI 4 3a4eTHBIC SUHHUIIbL, B TOM dncie 144 akageMuuecKux daca 10 BUIaM yU4eOHBIX

3aHATHI
Ounas ¢popma oOyueHHS
& VueOHbIC 3aHATHS dopma
é HPOMEXYTOYHOM
3 B TOM YHCIIE! aTTecTanuu (3ader,
muddepeHumpoBaHH
g KonrtakTHas paboTa 00y4Jaromuxcs ¢ mperoaBaTesieM CPC, B BIil 3a4eT, FK3aMeH
2 TOM
qucie
JK3aMe
H
U3 HUX
Bce lexnuu Jlabopatop | Ilpaktnu | KCP KOHCYJbTa
ro HBIE ec LUH
3aHATHA KHe
3aHST
us
8 144 62 14 28 20 32 3a4er

1. Ilestu ocBOEHUST TUCITHILTHHBI

[lenbto oOcBOCHMS AUCHUIUIMHBL Kpunmozpaguueckue npomokoasl SBISETCS W3Y4YCHUE
OCHOBHBIX MAaTE€MAaTHYCCKHUX IIO0AXOJ0B K PCHICHUIO 3aJad KOMHBIOTCpHOﬁ 0e30macHOCTH u,
NpPeXJIEe BCEro, K IOCTPOCHHIO AaKTYaJIbHBIX KPUITOTPAPUUECKUX aIrOPUTMOB C YUETOM
MPUMEHECHUST COBPEMEHHBIX ITU(POBBIX TEXHOJOTHH. 2. MecTo AMCHUIUIMHBI B CTPYKType
OIIOII 6akanaBpuara

Huctunnuna Kpunmozpaguueckue npomoxonst BXxomuT B oOs3atensHyro vacth OITOIT
bakanaspuama, no Hanpasiaeruo 10.03.01 MupopmannonHas 6e301macHOCTb.
Jlj1 OCBOEHUS JUCHMILIMHBI HEOOX0IMMO 3HaHHE KypcoB: «MareMaTuyecKuil aHamus3y,

«Anrebpa u Teopusi uucen», «Teopus BEpOATHOCTM U MaTeMaTH4ecKas CTaTHUCTHUKA»,
«Mudopmarukay, «SI3piku  nporpammupoBanus», «Teopus wuHpopmanum», «TeopeTuko-
YUCJIOBbIE METOJbl KpUnTOorpapuu», «Meronbl M CpeacTBa KpUNTOrpadUuecKoil 3aluThl
uHpopmanun». B pesynpraTte M3ydeHHs aHHOM TUCIMIUIMHBI CTYJIEHTBl OCBOAT HEIPOCThIE
MaTeMaTHYeCKue MPUHIUIBl OpraHu3allui  KpUNTOrpaduyeckod 3ammThl  MHQOpMaLUH,
nepenaBaeMoil U oOpabaThiBaeMON TEXHMYECKHMHU CPEICTBAMH, YTO SBIISETCS HEOThEMJIEMOMN
COCTaBIJIAIONICH TMOATOTOBKM ywamuxcs 1o HampasieHuto 10.03.01 HWupopmanmonHas
6e3omacHocTh. Kypc HE0OX0 MM [T JUCHUIUIMH KOMITBIOTEPHOM 6€30MacHOCTH.

3. Komnerennuu odyuyawiuerocsi, popMupyemMbie B pe3yabTaTe 0CBOCHHS THCIUTIIAHBI
(mepevyeHb IVIAHUPYEMBbIX Pe3yJIbTATOB 00y4eHHs).

Kon n nHanmenoBanne |(Kox u  HamMeHoBamme uHAMKaTopalllnannpyemble pe3yabTaThl odydennsi  ([Ipomeaypa ocBoeHMst
KOMIIETeHIIH U3 OCTHKEHHUST KOMIIETeHIHii (¢
OITOIL coomeemcmeuu ¢ OI1OI)




OIIK-7
Crocoben
UCIOJIb30BaTh
SI3BIKA
POrpaMMHPOBaH
Usl ¥ TEXHOJIOTUH
pa3paboTku
MPOTPaMMHBIX
cpeacTB JULst
pelieHust  3a1au
po¢eCCHOHATBH
oit

JCATCIBHOCTH,

N1.0IIK-7.1.30aeT OCHOBHbBIE
S3BIKA  TIPOTPAMMHPOBAHUS U

paboTel ¢ ©0a3zaMM JIaHHBIX,
ONEpallMOHHBIE ~ CHCTEMBI U
00010YKH, COBpPEMCHHEBIC
NpOrpaMMHBIE cpeabl

pa3paboTku HHPOPMAIIMOHHBIX
CHCTEM U TEXHOJOTHH.

NA2.0IIK-7.2.Ymeet

MPUMEHSTH SI3BIKU
IPOrPaMMHUPOBaHUSI U PAOOTHI ¢
0azaMH JaHHBIX, COBPEMCHHEIC
NpOrpaMMHBIE cpeabl
pa3paboTkn HH(GOPMAITHOHHBIX

CHCTEM U TEXHOJOTHHl st
ABTOMATHU3AIUU OusHec-
MPOIIECCOB, pelieHus

MPUKIAIHBIX 3239 Pa3IMIHBIX
KJIACCOB, BeAeHHUS 0a3 JaHHBIX U
uH)
N3.0IIK-7.3.UmeeT
MPOTPaAMMHUPOBAHUS, OTIAIKH U
TECTHPOBaHUS MPOTOTHIIOB
TIPOTPAMMHO-TEXHUIECKUX

HaBbIKHU

KOMIIJICKCOB 3a/1a4.

3Haer OCHOBHBIC SI3BIKU
MIPOrPaMMHPOBAHHS ¥ PAOOTHI C
6azamu JaHHBIX,
OTNEPAIlMOHHBIE ~ CHUCTEMBI U
000JI0YKH, COBpPEMEHHEIC
MPOrpaMMHbIE cpezbl

pa3paboTku HMHPOPMAIMOHHBIX
CHCTEM M TEXHOJIOTHH.

YMeeT  NpPUMEHSATH  SI3BIKK
MIPOrpaMMHpPOBaHUs 1 paboTHI ¢
0azaMH JaHHBIX, COBPEMECHHBIC
MIPOTpaMMHBIE cpensl
pa3paboTku HWH(GOPMAITHOHHBIX
CHCTEM M TEXHOJOTMH JUIst
aBTOMaTH3aINA ousHec-
TIPOIIECCOB, pemneHust
MpUKIaJAHBIX 3aJla4 pa3JIMIHbIX
KJIACCOB, BeJicHHS 0a3 JaHHBIX U
MH()OPMANMOHHBIX  XPAHWJIHII.
HNwmeer
MIPOrpaMMHUPOBAHUsA, OTIAAKU U
TECTUPOBAHUS MPOTOTHUIIOB
MIPOTPaMMHO-TEXHUIECKUX
KOMIUIEKCOB 3a/1a4.

HaBbIKH

'YcTHBIN ompoc,
MUCHbMEHHBIH OIPOC,
MpakTH4Ieckas padora

OIIK-9 CmocobeH
TIPUMEHSTh
cpencTaa
Kpurtorpaduiecko
U U TEXHHYCCKOH
3aIIUTHI
uHpOpMALIUU IS
petieHus 3aj1a4
po¢eCCHOHATHHO
1 JesITeNbHOCTH

N 1 OIIK-9.1.3HaeT ocHOBHBIE

MTOHATHUSA u 3aJa4n
KpunTorpaduy, MaremMaruuecKue
MOJIeNn KpHITOTpaduIecKux
chucTeM;  CIocoOBl U CpENCTBa

BamuThl MHGOPMAINK OT YTEYKH
1o

TCXHUYCCKHUM
KOHTPOJIA

KaHanam U
3¢ PEKTUBHOCTH
samutel  mHGopMarmm Mg 2
OIIK-9.2. VYmeer npuUMEHATH
MaTeMaTHYeCKue MOJeTH s
onenku crorkoctu CK3U un

HCIIOJIB30BATh B
ABTOMATU3UPOBAHHBIX
CUCTEMAX, II0JIB30BATHCA

HOPMAaTUBHBIMU JOKYMEHTaMH B
00JIACTH TEXHUYECKOH 3allUThI
nHpOpPMALTTH

nJa 3 OIIK-9.3.
METOJIaMHU i
Kpunrorpadudaeckoii u
TEXHUYECKOM 3aIIUTHI
nHpOpPMATH

Braneer
cpelncTBaMu

3HaeT OCHOBHLIE MOHATHS U

331241 KpHunrorpadumu,
MaTeMaTHYeCKUe MOZEIN
KPUNTOTPa(QUUECKHX  CHUCTEM;

CrocoObl U CpeACTBa 3aIUThHI
uHpOpMAIMK OT YTEYKH [0

TEXHHYECKUM  KaHajaM  H
KOHTPOJIS 3¢ PpeKTUBHOCTH
3aIUTHI

uHbopmauu

Ymeer NPUMEHSATh

MaTeMaTHYECKUE MOOEINA A
ouenku croiikoctd CK3U nu

HCIIOJIB30BATh B
ABTOMATU3UPOBAHHBIX
CUCTEMAX, IIOJIB30BaTHCA

HOPMATHUBHBIMH  JIOKyMEHTAMH
B oOnacTu TEXHUYECKOU
3amuThl MHGOpMauu Brageer

METOJaMH W CpPeACTBaMu
Kpurrorpaduueckon u
TEXHUYECKOU 3aIUTHI
nHpOpMaIN

JTabopaTOpHONPAKTHYCCKHE
3a7aHusl, K/p , TECTOBBIN
KOHTPOJIb,

YCTHBIN U

[IMCbMEHHBII OIIPOCHI,
TOKJIaJIbI 110

TEMaM

4. O0bem, CTPYKTYpa U coJep:KaHue JUCHUILINHBI.

4.1. O0beM OUCHHUILINHLI COCTaBIsAeT 4 3aueTHRIE eAUHMIIEI, 144 akageMHYEeCKHX Jaca.

4.2. CTpyKTypa TUCITUTIIIAHBI.
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Moayas 1

1 OCHOBBHI TEOPHH 7 2 10 | yCTHBII U MHCEMECHHBIHA
KpPHUITOTpahUueCKUX OIIPOCHI
MPOTOKOJIOB

2 IIpoToxomnst 7 2 4 6 12 | ycTHBIH W THUCHMEHHBIN
ayTeHTH(UKALIH OImpocel,  J1abopaTOpHEIE

paboTHIL.

3 [IpoTokonbl, OcHOBaHHBIE |/ 2 4 4 12 JlabopaTopHO-IIpaKTHYECCKHE
Ha CHMMETPHYHBIX H 3aIaHus, K/p , YCTHBIH U
ACHMMETPUYHBIX MMICEMEHHBIN OTIPOCHI,
KPHIITOCXEMaX ITOKJIa bl TI0 TEMaM

4 IIpoTtokonsr obpa3oBanus |/ 2 4 6 12 JlabopaTopHO-IIpaKTHYECCKHE
3aIIUIICHHBIX KaHAJIOB 3aIaHus, K/p , YCTHBIH U
nepenayy JaHHBIX MMICEMEHHBIN OTIPOCHI,

IMOKJIa/IBI IO TEMaM
Hmozo no mooynro 1: 8 12 16 46
Moayas 2

1  |[Pa3HOBHIHOCTH 7 2 4 4 12 | ycTHBIH W TIHCHMEHHBIN
[IPOTOKOJIOB AJICKTPOHHOI OIpOCHl,  N1abOpaTOpPHBIC
[TOATHUCH paboThI.

2  |baHKOBCKHE 7 2 4 4 12 | ycTHBIH W TIHCHMEHHBIN
Kpunrorpaduyueckue OIpOCHl,  N1abOpaTOpPHBIC
[POTOKOJIBI padoTHL

3 ITpoTokosBI 7 2 4 12 |JlaboparopHO-IipakTHYECKHE
KOH(UICHIINATBHBIX 3aJiaHust, K/p , yCTHBII U
BBIYHCIICHUN MUCHMEHHBIN OMPOCHI,

IMOKJIa/IBI IO TEMaM
Hmozo no mooynio 2: 6 8 12 36
Hmozo: 14 | 20 28 82

4.3. Conep:kanue TUCHUIJIHHBI, CTPYKTYPHPOBAHHOE M0 TeMaM (pa3jaeiam).

4.3.1. Cooepirrcanue neKUUOHHBIX 3AHAMUIL RO OUCUUNTIUHE.

Moayas 1.

Tema 1. OcroBbl Teopun kpunTorpadguueckux NPOTOKOIOB

Tema 2. TIpoTokoJibl ayTeHTHPUKALMH

TeMa 3 HpOTOKOJ'H)I, OCHOBAHHBIC HA CUMMCTPUYHBIX U aCUMMETPUYHBIX KPUIITOCXEMAX

Tema 4. TIporokons 06pa30BaHus 3aMIMIIEHHBIX KAHAJIOB TIepeadH JaHHbIX

Monyas 2.

Tema 1. PasnoBuaHOCTH POTOKOJIOB 3JIEKTPOHHOI MOAMUCH

Tema 2. Bankosckue kpunrorpadgudeckue mpOTOKOIBI



Tema 3. Iporokons! KOHGUAESHINATBHBIX BHIYUCIECHUI

4.3.2. Cooeporcanue n1a00pamopHo-npaKmuydecKux 3aHamuil no OUCYUnIUHe.
Moayas 1.

1) ITpoTokoa nepegaun KiIrOuei.

2) IIpoTokoi pa3eneHus cekpeTa

3) IIpoTokost moAOpackiBaHKUS MOHETHI
4) ITpoTokoit okep 1o TenedoHy

5) IIpotokos GopMHPOBAHUS TTOAUCH

6) IIpoBepka moamucu

Monyas 2.

1) Ilporokon hopmupoBaHHs OOIIErO KIIOYa MO OTKPHITOMY KaHAIly CBS3H
2) DES-mmdposanue.

3) IIpoTokoin B3aMMHO# ayTeHTU(DHKALIUH

4) Hcronb30BaHUE aIrOPUTMA XEUIMPOBAHHS IS TMOATBEPIKICHUS HEU3MCHHOCTH
daiina.

5) Konaupoanue 6uHapHBIX 3amnppoBaHHbIX (ailsioB B base 64.

6) Artaka YelnoBeK MO-CepeIHe

5. O6pa3zoBaTesibHbIE TEXHOJIOTUH

IIpenycMoTpeHO couyeTaHue TPAJUIMOHHBIX BHJIOB Y4eOHOM aKTHUBHOCTH, TAaKMX Kak
KOHCIIEKTUPOBAHWE JIEKIMHA M KOHTPOJb YCBOEHHUS TEOPETHYECKOTO Marepuansa B BHJE
KOJIJIOKBUYMOB, TaK U MHTEPAKTUBHBIX TE€XHOJIOTHI, TAKUX KaKk coOecel0BaHMs, CUTyallMOHHbIE
UTPbI Ha BEIOOP METO/I0B 3alUThl MHPOPMAIIUN HA TPAKTUUYECKUX 3aHATHUSAX.

IlonroroBka CTyIeHTaMM AOKJIAZOB IO TEMaM, HE BXOJAIIUM B IUIAH JIEKIMM, a Takke
BBIMIOJTHEHUE PpACUYETHBIX padOT, MO3BOJSIOT PACIIMPUTH HAYYHBIM KPYro3op CTYAEHTOB,
MOBBICUTh HaBBIK paOOThl C yuyeOHOW M Hay4yHOI OTE€YECTBEHHOM U 3apyOekHOW JMTepaTypoil,
pa3BUTb  SI3BIKOBBIE  HABBIKH, IIOBBICUTH  MAaTEMaTHYECKYyK)  IOATOTOBKY,  YKPEIUThb
MEXIUCIUIIMHAPHBIE CBSA3H, MOBBICUTh HABBIK MPOrPaMMHUPOBaHUs. 6. YueOHO-MeToAuYecKoe
odecrnieyeHUue CaMOCTOATEIbHOM PadOThI CTY/ICHTOB.

B cooTBeTcTBUU € y4eOHBIM IJIAHOM IMIPETYCMOTPEH 3K3aMeH B CeIbMOM ceMecTpe. PopMbl
KOHTPOJISA: TEKYIIUN KOHTPOJIb, IPOMEKYTOUHBIN KOHTPOJIb 110 MOJYJII0, UTOIOBBIN
KOHTPOJIb 10 AUCLUIUIMHE.

dopma TeKyIIero KOHTPOJIS — BHIIIOJIHEHNE CEMECTPOBBIX 3aaHuii. B TeueHue
CeMeCTpa CTYJCHT BBITIONHSET 3aJaHMsl, 32 K&KIOU U3 KOTOPBIX MOTyJaeT
COOTBETCTBYIOIIHE OAJITBI. 32 BBITIOJTHEHUE 3a/IaHUS CTY/ICHT MOJTydaeT
OTpeieIeHHOE KOJTMYECTBO OalioB.

®opma NPOMEKYTOUYHOTO KOHTPOJISL — KOHTPOJIbHBIE, KOJUIOKBUYM.
@®opma UTOrOBOTO KOHTPOJIS, ONpeiesieHHas! y4eOHbIM MJIaHOM, - 9K3aMeH.

TeMbl 1JI51 CAMOCTOSATEJIHLHOTO H3YYCHUHA:

HaumeHnoBanue TeMsI: Bun pabotsr: IIpumepHas TpyJ0EMKOCTb,
a.u.
OuHas OuHo3a04HAas




HHCTpyMEeHTaIbHBIC CPEACTBA U
OuONHMOTEKH IS pealu3aliu

Wzydenne pynknuii ondbamorek GNU MP u |4
GNU Crypto no TeXHu4ecKou

KpunTorpaguaeckux JOKyMEHTALNH
JITOPUTMOB
Teopernko —unciioBble MeToAbl B | V3ydeHue paszjenoB AMCUUIUIUHEL MO 4 6
kpuntorpaduu. Beraucienus B | y4eOHOI JauTeparype, B TOM YHCIIE
MPOCTBIX HONAX W KONBI@AX IIENbIX | BONPOCOB, HE OCBEIIAEMbIX HA JICKIHAX:
qHcel ANTOpPUTMHYECKHE ACTIEKTHI IIONCKA
OoubIIMX TPOCTHIX yrcen [loaroToBka K
MPaKTHIECKUM 3aHATHAM
Co3manne nu(poBIX cepTU(HUKATOB BrinonHeHue pacyeTHOTo 3aJaHUS B BUJIE 4 6
KOMITBIOTEPHOH TIPOrpaMMBbI IO TeMaM
CJI0’KHOCTD AUCKPETHOTO W3ydenue pazaenoB AUCUUIUIUHEL IO 4 6
JorapupMHUpPOBaHUS U HamboJee y4eOHoi1 TuTeparype, B TOM YHCIe
OBICTPBIC aNITOPUTMBI. BOIIPOCOB, HEOCBEIIAEMBIX Ha JICKIHAX.
HO]IFOTOBKa K OIPAKTUYCCKUM 3aHATUAM
Bo3Mmorble aTaku Ha OJIOKUEHH U CrcTeMaTU3NpOBaTh U BBISIBUTH OCHOBHBIC 4 6
KPUITOKOIIEIbKU criocoOBI OOPHOBI ¢ aTaku
[IpenoKuTh pEKOMEHIALMH 110 3aLLUTE
KPHUIITOKOLIEIHKOB
Teopust CeKpETHBIX CHCTEM BrlmonHeHNE pacyeTHOTO 331aHNS B BUIC 4 6
[IlenHOHa 1 COBpEMEHHbIE MOAXOABI | KOMIIBIOTEPHOM IMPOrpaMMBI IO TEME:
K TEOPETHKO-UH(POPMALHOHHOM peanuzanys NpocTenInnx oMo(OHHBIX
CeRpETHOCTH KOJIOB ¥ I/Ii( MIPUMEHEHHE VIS TIOCTPOCHUS
W/IeaNIbHOM KPUIITOCUCTEMBI IJIs
COOOIICHUH, MOPOKAAEMBIX HCTOYHHKOM 0€3
NaMATU C HEU3BECTHOM CTATUCTUKOM.
HUTOI'O CPC 24 34

7. OoHJ OLEHOYHBIX CPEICTB /JIsl MPOBeIeHUN TEKYIIEro KOHTPOJIsl yCIIeBAeMOCTH,

l'lpOMe)KyTO'-IHOﬁ aTTeCTAlluM 110 UTOraM OCBOCHUSA JUCHUIIJIHUHBI.

7.1. TunoBble KOHTPOJIbLHBIE 3aJAHUS

[IEPEYEHb KOHTPOJIbHBIX BOITPOCOB /151 ITOATOTOBKH K UTOT'OBOM

ATTECTALIMU O TUCLUATIIMHE

© o Nk DR

OCHOBBI TEOPUH KPUNTOTPAPUUECKHX TPOTOKOJIOB
[IpoTokoinbl ayTeHTUPUKAITTT

IIpoTokounsl pacnipesieneHus Kirouei

[IpoToKOJIbI, OCHOBAHHBIE HA CHMMETPUYHBIX KPUIITOCXEMAX

HpOTOKOJ'IH, OCHOBAHHBIC HA ACUMMCETPUYHBIX KPUIITOCXEMAX
PazHoBuagHOCTH IIPpOTOKOJIOB BHCKTPOHHOﬁ oA CH

bankoBckue kpuntorpapuieckue mpoTOKOIbI
ITpoToKOIBI KOH(UACHIINATBEHBIX BHIYUCICHUN

[Iporokosbl THMA «T10A0paCcChIBAHNE MOHETHI 110 TEIEPOHY»

10. IIpoTokobl pa3aeneHus CeKkpeTa

11. ITpoTOKOIBI TOJIOCOBAHUS

12. ITpoTokoun hopMupoBaHUs OOIIETO KIH0YaA IO OTKPHITOMY KaHATY CBSI3U

13.11Iudp AES
14.11Iucp IDEA.

15. IToaxomap! K KpunToaHATU3y 0JI0UHBIX WHPOB. AuddepeHmranbHbIil KpUITOAHATHS.

JInHeNHbIN KpUNITOAHAIINS.




16. Pexxumbl mudpoBaHus.
17. MuorokpatHoe mudpoBanue. Kommosuius 6;109HBIX MH(PPOB.

18.CoBepmennsie mudpsl. [Ipumep coepiienHoro mudpa.
19.9uTponuitHble XapakTepucTUKy muppoB. MaeansHbie mudpol.

20.1130BITOYHOCTB SI3BIKA.
21.0nueHka yucia JIOKHBIX KII0YeH U pacCTOSIHUE €IMHCTBEHHOCTH.

22.be3ycI0BHO CTOWKHE U BBIYUCIUTEIBHO CTOMKHE MIH(PHI.

23.1IceBnocnyuaitasle nocnenoatenpHocty (IICIT). Xapaxrtepuctuku reneparopos IICII
(IICT"). Tpeb6oBanus k kpunrtorpaduueckum IICII. ITpumepst [ICIT u xpunrorpaduueckux
[1CT.

24.1lorounble  mu¢ppel.  OO6mas  cxema  notouyHoro  muppa. CHUHXpPOHHBIE H
CaMOCHHXPOHU3UPYIOIIUECS IIH(PHI.

25.Peructpsl caBura ¢ oopatHoit tuHeiHoi cBsa3bio (PCIIOC).

26.I1CI" na ocnose PCJIOC.

27. lllupp AS. 28. Henuneiinbie
PETUCTPBI C/IBHTA.

29.1udp RC4.

30. Teopust umurocroiikoct CuMMoHca. MiMuTanus u nogMeHa cooOIIeHusl.
XapakTepuCTUKU UMUTOCTOMKOCTH. COoBepIIeHHAs! UMUTOCTOMKOCTD.
31.Konxer ayreHTH()UKAINN COOOIIEHUIA.

32.3amuTHBIE KOHTPOJILHBIE CYyMMBI.

33. Kpunrorpaduueckue X3m-QpyHKINNA U TpeOOBAHUS K HUM.

34. Tloaxopl K MPOEKTUPOBAHUIO XAII-(DYHKIINH.

35.X5m1-¢pyHKIIMK Ha OCHOBE 0JI04YHOTO mudpa.

36.KitoueBbie Xa1I-(yHKIHH.

37.1loHsATHE OJHOCTOPOHHEH (DYHKIMM M OJAHOCTOpPOHHEW (GyHKuuu ¢ "mazeiikoi". ITpodaembl
(dakTopH3alMU LENbIX YUCEI U JIOTapU(MUPOBAHNS B KOHEUHBIX MOJISX.

38.Kpuntocucrema Auddu-Xsnnmana. [Ipumep.

39. Kpunrocucrema RSA. ITpumep.

40.Kpunrocucrema Onb-I"amans. [Ipumep.

41.Kpunrtocucrema Pabuna. [Tpumep.

42 Kpunrocucrema ['onpasaccep-Mukanu. [Ipumep.

43 Kpunrocucrema bnroma-I'onpasaccep. IIpumep.

44 Prok3aunsble mu¢psl. Kpunrocucrema Mepkia-XauiMaHa.

45.ITonsiTHE 3IEKTPOHHON UPPOBOM MOANUCH U TpeOOBaHUS K HEH. ATaku U yrpo3bl
cxemam OIII.

46.IToamuce RSA, Dnp-I"amanst.

47 Iloanuce @uara-llamupa.

48.ITognmuck Onra-llInoppa-llamupa.

49.Heotpunaemas noanucs lllayma-Ban-AHTBepIcHa.

50.OnunThyYecKas KpuBas HaJl KOHEYHBIM mojeM. Omnepanuy Ha JJUIMNTHYECKOW KPUBOM.
Cymma Touek. KpatHas Touka.

51. llIndp Dap-I"amans Ha FUTUNTUYECKOW KPUBOM.

52. Texnonorus 06J10K4€iH, KAK OCHOBAa COBPEMEHHON KOMITBIOTEPHOI 0€301acHOCTH



53. XemmpoBanue alroputMoM Sha KpUITOBATIOT

MNEPEYEHDb TEM PE®EPATOB

1) Kpunrorpadus B JlpeBHemM Mupe.

2) Ucropudeckue MeTo/ bl CTeraHOrpag .

3) Kpunirorpadus B Cpeaarie Beka u B HoBoe Bpemsi.

4) JIuckoBbie MUGPATOPHI.

5) Kpunrorpadus ua pyoexe 19-20 BB. 6) Mcropust 0TeueCTBEHHOM KpUITOrpadHH.
7) llludppoBanue aHAIOTOBOTO CHT'HAJA.

8) Kiox llleHHOH 1 ero BKJIa B KpUntorpadurio.

9) Anan ThIOPHHT M €ro BKJIaJ B KpUITOrpaduio.

10) Jlaypeats! npemun Asnana Teropunra. 11) Tlepbiit 6ounstit mmdp — Lucifer.
12) CoBpemenHas creraHorpadus — MaTeMaTHYECKHE METOIBI.

13) DieKTpOHHBIE BOISHBIC 3HAKH.

14) Anu Hlamup u ero BKJIaa B KpUnrorpadurio.

15) llludppoBanue u ayreHTH(GUKAIKS B COBPEMEHHBIX OCCITPOBOHBIX CETSIX CBSI3H.

16) ITaposibHbBIC CXEMBI Ay TEHTH()UKAIHH.
17) OaHOpa3oBbIe MAPOJIH.

18) IIpoTOoKOJIBI C HYJIEBBIM pa3riiallicCHHEM

7.2. MeToanueckue MaTepuaJibl, onpeaessiioliye npoueaypy oueHuBaHusi 3HAHUA, YMEeHHUIA,
HABbIKOB U (nu) ombiTa AeSITeJIbHOCTH, XapaKTepUu3ywIIUX 3Talbl
(¢popMupoBanus KomMneTeH M.

O6H.[PII>1 PE3YyIbTAT BHIBOAUTCA KaK MHTETIpajibHAA OLICHKA, CKJIAABbIBAIOIIAA U3 TCKYILICTO

KOHTpOJs - _60—% 1 mpomexyTodHoro KoHTpos - _40 %. Texymuii KOHTPOJIb
0 IUCIMIUINHE BKITFOYACT:

- ocelneHue 3auatuit - 10 6amios,

- ydacTue Ha MpaKkTU4YecKuX 3aHsaTusx - 10 6amios,

- BBITIOJTHEHHUE JTa00paTOpHBIX 3a1anuii - 30 6asos,

- BBITIOJIHEHUE JIOMAITHUX (2yAUTOPHBIX) KOHTPOJBHBIX paboT - 10 Gamnos. [IpomexxyTouHbIN
KOHTPOJIb 110 AUCIUTUTHHE BKIIIOYAET:

- ycTHBIH ompoc - 10 6anos,

- MIChMEHHAs! KOHTPOJIbHAs padoTa - _20_ 6amios,

- rectupoBanue - 10 6amios.

KpnTepnn OILICHUBAHUA OTBETOB HA 3K3aMCHE
OCHOBHBIMHU KPpUTCpUAMU OLCHKU YPOBHA TIOATOTOBKU U C(I)OpMI/IpOBaHHOCTI/I COOTBCTCTBYIOIIIHUX
KOMIIETCHITUIH CTYACHTA ITPpU MMPOBCACHHUU I'OCYAAPCTBCHHOT'O 3K3aMCHA ABJIAKOTCA:

- CTETIeHb BJIaJICHUS MPOPECCHOHATHLHON TEPMUHOJIOTHEIH;

- YPOBEHb YCBOCHHMSI CTYJJCHTOM TEOPETUYECKUX 3HAHUU U YMEHHE UCIOJIb30BaTh UX Ul PELICHUS
npodeccHoHANBHBIX 3a/1a4;

- OPUEHTUPOBAHUE B HAYYHON U MHOU CIIELIMAIILHOM JINTEPATYPE;

- JOTUYHOCTh, 0OOCHOBAaHHOCTbH, YETKOCTh OTBETA; - KYJIbTypa OTBETa;

- TOTOBHOCTh OTBEYATh Ha JIOTIOJIHUTENIFHBIE BOIIPOCHI IO CYIIECTBY IK3aMEHAI[MOHHOTO OniIeTa.

Kpurepun oneHok:



-86-100 GammoB — CTYIGHT JIEMOHCTPUPYET: CBOOOJHOE BiajgeHUEe MpodeccrnoHalIbHON
TEPMHHOJIOTHEH; BHICOKHI YPOBEHb TCOPETHUSCKUX 3HAHUN W yMEHHE HUCIIONb30BaTh UX JJISI PEIICHHS
npoeCCUOHATBHBIX 3a/1ady; HCUCPIBIBAIOIICE IOCICIOBATCIbHOE, OOOCHOBAHHOEC U JIOTHMYCCKH
CTpOMHOE H3JIOXKEeHHe oTBeTa, Oe3 omubok. CTyaeHT 0e3 3aTpyJHEHUH OpHUCHTHUPYETCS B
HOPMATHBHBIX TIPABOBBIX aKTaX, HAYYHOW M HWHOW CIEIHUaIbHOW JjuTepaType. Peub cTymeHTa
rpaMOTHasi, JIAKOHMYHAs, C TMPaBWIbHOW pAcCTaHOBKOW akieHTOB. CTYAEHT TOTOB OTBEYaTh Ha
JIOTIOJTHUTEIIbHBIC BOIIPOCHI.

- 66 - 85 OGaymoB - CTyaeHT NEMOHCTPUPYET: BIaJeHHE MPOo(ecCHOHATBHOW TEPMHHOJIOTHEH Ha
JOCTaTOYHOM YPOBHE; JOCTaTOYHBIA yPOBEHb TEOPETHUECKUX 3HAHUM U YMEHHE UCIIOJIB30BATh UX
U peuieHds NpoecCHOHANBHBIX 3a/lad; IPaMOTHOE W JIOTUYHOE H3JIOKEHHE OTBeTa, 0e3
CYLIECTBEHHBIX OIIMOOK, HO U3JI0)KEHHE HEJOCTaTOYHO CUCTEMATU3UPOBAHO U MOCJIEI0BATENIBHO.
CTyZneHT ¢ HEKOTOPBIMHU 3aTpyJHEHUSIMU OPHEHTUPYETCS B HOPMAaTHBHBIX IIPABOBBIX aKTax,
Hay4HOM M WHOW CIeuuanpbHOM Jureparype. Pedb cTyneHTa rpaMoOTHas, JIAKOHUYHAS, C
IIPaBWJIBHON PAacCTaHOBKOM aKLEHTOB. CTYIAEHT HCHBITBIBACT 3aTPYAHEHMsI IIPU OTBETE Ha
JIOTIOJIHATENbHBIE BOIIPOCHI.

51 — 65 6amnoB - CTyAeHT AEMOHCTPUPYET: BiaJeHHe MpodhecCHOHATBbHON TEPMHUHOIOTHENH Ha
MUHHMMAJIbHOM YpPOBHE; HU3KHUH HOPOTOBBI YPOBEHb TEOPETUYECKUX 3HAHUW, YCBOWUJ TOJBKO
OCHOBHOUM TMpOTpaMMHBIA Marepuay 03 3HaHWs OTICIBHBIX OCOOCHHOCTEH; TIpH OTBETE
JOMYCKAaeT HETOYHOCTH, MaTepHUall HEAOCTATOYHO CUCTEMATU3UpoBaH. CTYJEHT C 3aTpyIHEHUSIMU
OPUEHTUPYETCS B HOPMATHUBHBIX MPABOBBIX AaKTaX, HAYYHOM M MHOM CHEUUAIBHOW JIUTEpaType.
Peub cTyneHTa B OCHOBHOM TIpaMOTHAas, HO HE JIEMOHCTPUPYETCS YBEPEHHOE BIaJCHUE
MarepuanoM. CTyJeHT ¢ TpyZAOM OTBEYAET Ha JIOIOJIHUTEIbHbIE BOIIPOCHI.

-0 - 50 GamnoB - CtyneHT He BiazeeT NPO(PEecCHOHATIBHONM TEPMHHOJIOTHEH, JEMOHCTPUPYET
HU3KHA YpPOBEHb TECOPETUYECKUX 3HAHUM M YMEHHUSA WCIOIb30BaTh UX [UIS pELICHUA
npodeccnoHanbHbIX 3a1a4. CTyJeHT HEe 3HaeT 3HaYUTENIbHOM 4acTu MpOrpaMMHOr0 MaTepuana,
JIONYCKAeT CYIECTBEHHbIE IpyOble OIIMOKM, HE OPUEHTHPYETCS B HOPMATHUBHBIX IPaBOBBIX
aKTax, HaAy4YHOW M MHOU crenuanbHOU jautepaType. Peub Hemocrarouno rpamoTtHas. CTyJeHT He
MOXET OTBETUTH HA TOIIOJHUTEIBHBIE BOIIPOCHI.

8. IlepeyeHb OCHOBHOI 1 10NIOJHUTEJIBLHOM Y4eOHOM JUTEPaTypPbl, HE00X0AMMOM s
OCBOCHMS IMCIHUIIMHBIL. 3) OCHOBHAsI IUTEpaTypa:

1) UBanoB, Muxauna AJjexcanapoBud. Kpunrorpapuueckue MpOTOKOIbI B KOMIBIOTEPHBIX
cucreMax u cetsx. - M. : KYZIPUII-OBPA3, 2001. - 363 c. - ISBN 5-93378- 021-9 : 0-0..

2) Topcreiincon, Iutep. Kpunrorpadus m 6e3omacuHocts B Texnonoruu NET / mep. ¢ anrm.

B.1.XopeBa; nox pen. C.M.Monsisko. - M. : BUHOM. Jla0. 3nanuit, 2007. - 479 c. : ni. -
(ITporpammucry). - [Ipeam. ykas.: c. 448-472. - ISBN 978-5-94774-312-8 : 380-00

3) Kupnuuynuxos A.Il. Kpunrorpadudueckre MeTO bl 3aIIUTH KOMITBIOTEPHON HH)OPMAITUH

[OnexTpoHHBIi pecypce]: ydueOHoe mocobme / A.Il. Kupnuunukos, 3.M. XaiiOymiuHa. —
DJIEKTPOH. TEKCTOBbIE AaHHble. — Ka3anb: Ka3aHCKUU HalMOHAIBHBIA HCCIIEIOBATEIIbCKHUI
TexXHoJIorn4ecknii yauepcuter, 2016. — 100 c. — 978-5-7882-2052-9. — Pexwum nocryna:
http://www.iprbookshop.ru/79313.html 4) Jlopan JI. bnokueiin ot A 1o f; Bece o TexHonorun
necsatmietus. M: bombopa, 2017. — 376¢. — ISBN 978-5-699-98942-3

0) JONOJIHUTENbHAS IUTEpATypa:

1. KaambikoB M.A. Kpunrorpadudeckue mpoTOKOJIBI [DIEKTPOHHBIA  pecypc]
nabopatopubiii npaktukyMm / M.A. Kanmeikos, J[.O. Haymenko, T.A. T'mm. — DnekTpoH.
TekcToBble gaHHble. — CtaBpononb: Ceepo-KaBkasckuii dhenepanbbiii yHuBepcutet, 2015.
— 109 ¢. — 2227-8397. — Pexum mocryma: http://www.iprbookshop.ru/63099.html

2. IIpakTuKyM IO BBINOJIHEHHUIO Jab0paTopHbIX padoT mo nucuuiuinae Kpunrorpaduueckue
MIPOTOKOJIBI [ DIIEKTPOHHEIN pecypc] /. — DIEKTPOH. TEeKCTOBbIE NaHHbIe. — M. : MOCKOBCKUM


http://www.iprbookshop.ru/79313.html
http://www.iprbookshop.ru/63099.html
http://www.iprbookshop.ru/63099.html

TEXHUYECKUN YHUBEPCUTET CBSA3M U MHpopmatuku, 2015. — 67 ¢. — 2227- 8397. — Pexum
noctyna: http://www.iprbookshop.ru/61738.html

3. YdeOHO-METOIMYeCKOe TOCOOHEe MO BBIMOJHEHUIO KYpPCOBOW pabOThl MO IUCIMIUINHE
Kpunrorpaduueckue npoTokois! [ DNeKTpoHHBIN pecypc] / . — DIEKTPOH. TEKCTOBbIE JaHHBIE.
— M. : MOCKOBCKHI TEXHUYECKUN YHMBEPCUTET CBsi3M W mHbopmatuku, 2015. — 28 ¢. —
2227-8397. — Pexxum noctyna: http://www.iprbookshop.ru/63335.html

4. TaGepuaky.ioB A., Koiipmann 5. brokueiin Ha npakTuke. M.: Ansrnuna [Tabnumiep,

2019, 260 c. - ISBN 978-5-9614-2382-2

9. IlepeueHs pecypcoB HH(POPMALMOHHO-TEIeKOMMYHUKALMOHHOM ceTH «UHTepHET,

HEe00XO0AMMBIX /JJIS OCBOCHHS TUCIUILINHLI.

1) eLIBRARY.RU [DnekrpoHHblii pecypc]: anekTpoHHas oubaunorexa / Hayd. anekTpoH. 6-ka.
—— Mocksa, 1999 — . Pexxum noctymna: http://elibrary.ru/defaultx.asp (mara obpamenus:

01.02.2020). — 5I3. pyc., aHrJL.

2) Moodle [DnexTpoHHBIN pecypc]: cucTeMa BUPTyabHOrO oOydeHueM: [0a3a nanHbiX| / Jar.
roc. yH-T. — Maxaukana, r. — [loctyn u3 cetu JAI'Y wnm, 1nocie perucTpanuy U3 CETH yH-Ta, U3
710001 TOUKH, HMeroIel goctyn B uHTepHeT. — URL: http://moodle.dgu.ru/ (mara obpamienus:
22.03.2020).

3) Duexrponnsiit katanor Hb JII'Y [DnektpoHHbIil pecype]: 6a3a JaHHBIX COACPKUT CBEICHUS
0 Bcex BHax JuT, nocrynatonmx B ¢poug Hb JII'Y//larecranckuii roc. yu-T. — Maxaukaina, 2010
— Pexxum mocryma: http://elib.dgu.ru, ceo6oaublii (nata obpamienus: 21.03.2020).

4) HWudopmanuoHHslii mopran mo OesomacHoctH Securitylab.ru, mosoctu, crateu, 0030p
yS3BHUMOCTEH, BUPYCOB M MHEHHSI aHAJTUTHKOB. 5) AJITOPUTMBI XCHIMPOBAHHS KPUITOBAIIOT B
2020 roxy — Pexxum mocryna: https://www.developcoins.com/cryptocurrency-hashing-algorithms
- ([lata oOparteHus:

28.06.2021). 6) Secure Hash Algorithms — Pexxum noctyma: https://brilliant.org/wiki/secure-
hashingalgorithms/ - (lata ooparmenus: 28.06.2021).

10. Meroauueckue yKa3aHusi JIs1  O0y4YalOIIMXCA 1O OCBOCHHI0 JIMCHUILIMHBI.
[TpakTuyeckue 3anATUS 1o aucuumuimHe «Kpunrorpaguyeckue NPOTOKONBDY CIYKaT s
MOJIyUYEHUs! NMPAKTUYECKUX HABBIKOB MO MPHUMEHEHHUIO TEOPETHYECKUX 3HAHUMU, IMOIYYEHHBIX
CTYACHTAaMH Ha JIEKUUSAX, JUId peIIeHUs KOHKPETHBIX 3ahad B MpodeccHoHaTbHOU cdepe
CHEIHAJINCTOB B 00JIACTH 3aIIMTHI HHPOPMAIIIH.

Pemenus 3agau GUKCHPYIOTCS C OMOIIBIO PEATHM30BAHHBIX POTPaMM Ha COBPEMEHHBIX SI3bIKaX
IPOrpaMMUPOBAHUS, C UCIIOIb30BaHUEM cUCTeMbI KOHTpOJIs Bepeuit GIT.

Jnist Gosiee MOTHOTO MOHUMAHUS 11eJIeH, 33/1a4 U MPAKTUYECKUX PE3yIbTATOB TEOPUHU CUCTEM
cnenyet: 1) O3HaKOMHUTBCS € AOMOJHUTENBHOMN JIUTEPATYPOIl, 0COOEHHO ¢ TpyJaMu
OCHOBOITOJIO’KHHUKOB. 2) BBIMOMHATE camocToATeNnbHYyI0 paboTy 3) IlonbiTaThes B paMKax
MPAKTUYECKHUX U JJAOOPATOPHBIX 3aHATHI MOJHOCTHIO BBHITOJHUTE BCE 3aaHHUS.

11. Ilepeyenb HHGPOPMANUOHHBIX TEXHOJIOTHIl, HMCHOJIb3yeMbIX HPH OCYIIECTBJIECHUHU
o0pa3oBaTeIbHOI0 TMpoLecca MO AUCHHUIVIMHE, BKJIIOYasi IepedYeHb MPOrpaMMHOIO
ol0ecrieyeHust 1 MHGOPMAIHMOHHBIX CIIPABOYHBIX CHCTEM.

VYyeOnass ayautopus, o00OpyIdOBaHHas MyJbTHUMenua mpoektopoM. Kommneiorep 1o
ynpaBieHueM ornepanuonHoil cucremsl Windows 7, 8.0, 8.1,10, wuMerommii ycTaHOBICHHBIN
nakeT opucHbx nporpamMm MSOffice u Microsoft Visual Studio.

12. Onucanue MaTepuaIbHO-TEXHHYECKOH 0a3bl, He0OXO0AMMOH IJsi OCYILIEeCTBJIEHUS
00pa3oBaTeILHOIO NMpolecca Mo IMCUUILINHE a) MynbTUMEAUIHAS ayTUTOPHS - IJIs JICKIINIA;


http://www.iprbookshop.ru/61738.html
http://www.iprbookshop.ru/61738.html
http://www.iprbookshop.ru/61738.html
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6) KomnbrotepHslii kinacc, 000pyI0BaHHbIHN ISl IPOBEJCHUS MPAKTUYECKUX PabOT CpeacTBaMU
OPI'TEXHUKH, IEPCOHATIBHBIMU KOMIIBIOTEPAMHU, O0BEIMHEHHBIMU B CETh C BBIXOJOM B MHTEpHET
— JUIA IPaKTUYECKUX 3aHATUU.

Jlis ipoBeieHus! ISKIMOHHBIX 3aHATUH TpeOyeTcst ayAUTOpHUs Ha Kypc, 000pyJOBaHHAas
MHTEPAaKTUBHOMN JOCKOH, MyJIbTUMEUIHBIM IPOEKTOPOM € 3kpaHoM, [I9BM c ycraHoBiIeHHBIM
I1O: Miro, Zoom. Trello.

JUis ipoBeieHusl MPaKTUYECKUX 3aHATHH TpeOyeTcs ayIuTOpUs Ha TPYIILY CTYIEHTOB,
000py10BaHHAsl UHTEPAKTUBHOM J10CKOM, MYJIbTUMEIUIHBIM IPOEKTOPOM € 3KpaHoM. [is
MIPOBEICHMS JTA0OpaTOPHBIX 3aHATHI Ha [I9BM TpebyeTcss KOMIIBIOTEPHBIH KJIacc ¢
ycranosieHnoi na [IDBM: 1. Microsoft Office 2. Microsoft Visual Studio. 3. Pycharm. 4.
Bpaysep ¢ Beixogom B uatepuer. 5. Mathcad



